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Frequently Asked Questions

Question
DI-804HV IPSec BC==5;L @CB5@-@CB5@ 8 FreeBSD

Answer

564C A0<8<8 @CB5@0<8 BC==5;L >?8AK205BA0O ?@>AB>,
A;54CO A;54CNI8<:0@B8=:0<2?>@04:5>G5@54=>AB8.
OAB@>9:8 <5=ONBAO 2 A>>B25BAB288 A ;>:0;L=K<8 A5B0O<8 8
2=5H=8<8?C40;5==>9B>G:8. 0>4=><4;8=:5AB028BAO
30;:003@5AA88(8=8F80B>@ A>548=5=80), =04@C3>< =5B.

A5 'B>:0A05BAO @01>BK AFreeBSD, =5>4E>48<> 2rc.conf 4>1028BL:

S

tatic_routes="Pvpn"

route_Pvpn="192. 168. 6. 0/ 24 192. 168. 4. 1" # CBL
C40; 5==>9 A5B8 G5@7 ;>:0; L=K9 87

D@2>3> @CB5 @0

i psec_enabl e=" YES"
i psec_file="/etc/ipsec.conf"
racoon_enabl e=" YES"

$09; /etclipsec.conf A>45@68B 2 A515 2>B MB>:

# nore /etc/ipsec. conf

flush;

spdf | ush;

spdadd 192. 168. 4.0/ 24 192.168. 6.0/ 24 any -P out ipsec
esp/tunnel /91. 123. 123. 116- 80. 80. 123. 111/ requi r e;
spdadd 192. 168. 6.0/ 24 192.168.4.0/24 any -P in ipsec
esp/tunnel / 80. 80. 123. 111-91. 123. 123. 116/ r equi r €;

345 ?5@200spdadd A>45@68B 2 A515 ;>:0;L=00 ?>4A5BL-
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C40;5==00,;>:0;L=00 ?>4A5BL 2=5H=8987?-C40;5==K9
2=5H=8987? 2B>@00-=0>1>@>B. -B>>?8A0=85GB><564C
G5<H8D@>20BL 82 :0:><=0?7@02;5=88.

;OB>3>GB>1K 8?A5: 70@01>B0; ?@845BAO
>B:><?8;8@>20BL O0O4@> 4>102822>BB0:85?20@0<5B@K:

>4
opti ons | PSEC
opti ons | PSEC _ESP
opti ons | PSEC_DEBUG
devi ce crypto

0GB>1K 70?CAB8BL A0O<BC==5;L,?7@8=0BL C40;5==K5

70?7@>AK 8 8=8F88@>20BL A0<><C, AB028BA0O 87 ?>@B>2
security/ipsec-tools (B>B A0<K9racoon), 2 :0B0;>35/usr/localletc/racoon A>740BL D09;
pskixt D>@<0BO

123.123.123.123 ?0@>; L
40BL 5<C ?@ 020600 root:wheel, 70B5< =0@8A>20BL DO09;racoon.conf

?7@8<5@=>2>B BO::

path pre_shared_key "/usr/local/etc/racoon/psk.txt"

pat h backupsa "/usr/local/etc/racoon/back.tnm" ; #
5A; 8 MB>3> D09; 0 =5B 53> B>65 ?@45BAO
A>740BL

#path certificate "/usr/local/etc/cert”

paddi ng

{
maxi nrum | engt h 20; # maxi mum paddi ng | engt h.
random ze of f; # enabl e randoni ze | engt h.
strict_check off; # enable strict check
exclusive tail off; # extract | ast one octet.

}

listen

{

#i saknmp ::1 [7000];

i saknp 91.123.123.116 [500];

#adnin [ 7002] ; # adm nistrative's port by knpstat.
#strict_address; # required all addresses nust be bound.
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}

timer

{

# These val ue can be changed per renote node.

counter 5; # maxi mum trying count to send.

i nterval 20 sec; # maxi muminterval to resend.
persend 1; # the nunber of packets per a send.
# timer for waiting to conplete each phase.

phasel 30 sec;

phase2 15 sec;

}

renote 80.80.123.111

{

# exchange_node nmi n, aggr essi ve;
exchange_node aggressi ve, nai n;
doi i psec_doi
situation identity only;

# ny identifier address 123.123.123. 123;

# peers_identifier address 195.131.123.123;

# nmy identifier user_fqgdn "user @onain.ru";

# peers_identifier user_fqgdn "user @onai n.ru";
#certificate_ type x509 "mycert" "nypriv";
nonce_si ze 16;
l[ifetime tinme 3600 sec; # sec, m n, hour
initial _contact on;
support_m p6 on
proposal _check obey; # obey, strict or claim
pr oposal

{

encryption_al gorithm 3des;
hash_al gori t hm shal;

aut hentication_method pre_shared key ;
dh_group 2 ;

}

}

sai nf o anonynous

{
pfs_group 2;
lifetime tinme 3600 sec;
encryption_al gorithm 3des ;
aut henti cation_al gorithm hrmac_shal

# aut henti cation_al gorithm non_aut h;

conpressi on_al gorithmdefl ate
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1@0B8B5 2=8<0=85=0B>GB>?20@0<5B@K 2 :>=D8358C

4 ;8 =:0dh_group encryption_algorithm authentication_algorithm(hash_algorithm) 4>;6=K A>2?040B L.
0?CA:05B5 8?A5:;, 70?CA:05B5 @0:>=, A<>B@8B5 GB>

?>;CG8BAO. 5818B58=B5@D59A>28;8:0:8E-;81>4@C38E
"2=5H=8E"?@>02;5=89BC==5;0. >CB8=3 A?5F80;L=>

AB028BAO =0;>:0;L=K98? @CB5@0, =8:0:8E 8=B5@D59A>2 =5
A>7405BAO0, >?>@=K< AB0=>28BA0 ;>:0;L=K98? 04@5A.

Details
Info Sunday 14 March 2010 - 17:13:00 by

Vampyr's House!


https://www.415.spb.ru/ins/faq/faq.php?0.cat.4

