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Frequently Asked Questions

Question
0?@5BUSBflash 8DVD 4;0 :><?LNB5@>2 2 4><5=5server 2008

Answer
>:8B8:01;>:8@>2:8USB CAB@>9AB2 1C45B @01>B0BL, 5A;8
8=D@O0AB@C:BC@0 A>>B25BAB2C5BB@51>20=80<:

5@ A80 AES5<KActive Directory Windows Server 2008 8 2KH 5

@8<5G0=85. 01>@ ?>;8B8:, ?>72>;0NI89C?@02;0BL
CAB0=>2:>9 88A7?>;L7>20=85< AJ5<=KE =>A8B5;59,
?>028;A0B>;L:>2 MB>9 25@A88AD

;85=BA:85 ! Windows Vista, Windows7 8 2KH5

BO:;, <K ?;0=8@C5<>3@0=8G8BL 8A?>;L7>20=85USB
=0:>?8B5;594;0 2A5E :><?LNB5@>22>?@545;5==><
:>=B59=5@5(0U). @547?>;>68<, <K E>B8< @0A?@>AB@0=8BL
459AB285 ?>;8B8:8 =00U A 8<5=5<Workstations. ;O MB>3>, >B: @ >5<
>=A>;LC?@02;5=80GPO (gpmc.msc) 8, |15;:=C2 ? > OU Workstations,
A>74048< =>2CN ?>,;8B8:C (Create a GPO in this domain and Link it here).
1>25B. A;CGO058A?>;L7>20=80 >B45;L=>AB>0153>
:><?LNB5@0, ?>;8B8:0 >3@0=8G5=80 8A?>;L7>20=80USB
?>@B>2<>65B 1KBL>B@540:B8@>20=0 A ?><>ILN

;>:0;L=>3> @540:B>@03@C??>2KE ?>;8B8: gpedit.msc.

1>740BL =>2CN3@C??>2CN ?>;8B8:C 07>25< ?>;8B8:C Disable
USB Access.

>;8B8:0 Disable USB Access 0B5< >B@540:B8@C5<55 ?0@ 0<5B @ K (Edit).

B@540:B8@>20BLGPO

OAB@>9:81;>:8@>2:82=5H=8E =>A8B5;59 7@8ACBAB2CNB 2
?>;L7>20B5;LA:>< 8 :><?LNB5@=KE @0745;0EGPO:

User Configuration-> Policies-> Administrative Templates-> System->Removable Storage Access ( >=D83C@O0F80
?>;L7>20B5;0-> 4<8=8AB@0B82=K5 HO01;>=K->!8AB5<0
> >ABC?: AJ5<=K< 70?><8=0NI8< CAB@>9AB20<)
Computer Configuration-> Policies-> Administrative Templates-> System-> Removable Storage Access
( >=D83C@O0F80 :><?LNB5@0-> 4<8=8AB@0B82=K5 HO1;>=K->
1I8AB5<0-> >ABC?: AJ5<=K< 70?><8=0NI8< CAB@>9AB20<)

=0H5< A;CGO05, <K E>B8<701;>:8@>20BLUSB =0:>?8B5;8
=0 C@>2=5:><?LNB5@0, ?>MB><C =0A 8=B5@5AC5B 2B>@>9
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@0745;. 0725@=8B5 53>.

@ 0745 ;5 Removable Storage Access 5ABL =5A:>;L:> ?>;8B8;,
?>72>:;0O0NI8E >B:;NG8BL 2>7<>6=>ABL 8A?>;L7>20=80
@07;8G=KE :;0AA>2 CAB@>9AB2 E@0=5=80:CD/DVD 48A:8, D;>??8
48A:8(FDD),USB CAB@>9AB20, ;5=BK 8 B.4.

081>;55 «AC@>200» >3@0=8G8B5;L=00 ?>;8B8:0 All Removable
Storage Classes: Deny All Access (!1J5<=K5 70?><8=0N185 CAB@>9AB20 2A5E
:;0AA>2. 0?7@5B8BL ;N1>94>ABC?) ?>72>;058B

?>,=>ABLN >B:;NG8BL 4>ABC?:;N1K<B8?0<2=5H=8E
CAB@>9AB2 E@0=5=80 40==KE. 'B>1K 2:;NG8BL MBC
?>,8B8:C,>B:@>9B5 558 ?5@52548B5 2 A>AB>0=85Enable.

All Removable Storage Classes: Deny All Access >A;5 0:B820F88 ?>;8B8:8 8
>1=>2;5=80 55 =0 :;85=B0 E (gpupdate /force) 2=5H=85

?>4:;NGO05<K5 CAB@>9AB20 >?@545;ONBAO AB8AB5<>9, =>?7@8
?>?KB:58E >B:@KBL ?>02;05BA0 >H81:0:

Location is not available

Drive is not accessible. Access is denied

USB Location is not available

1>25B. =0;>38G=>5>3@0=8G5=85<>6=>7040BL, G5@57

@55AB@, A>7402 2 25B:5
HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\RemovableStorageDevices :; N G Deny_All B 8 ? 0 Dword
A> 7=0G5=85<00000001

MB>< 65 @0745;5 ?>;8B8: <>6=>=0AB@>8BL 1>;55
381:85>3@0=8G5=85=08A?>;L7>20=852=5H=8EUSB
=0:>?8B5;509.

?@8<5@C, GB>1K 70?@5B8BL 70?8AL 40==KE =0USB D;5H:8 8
48A:8, 4>AB0OB>G=> 2:;NG8BL ?>;8B8:C Removable Disk: Deny write access
(!'J5<=K5 48A:8. 0?@5B8BL 70?8AL).

Removable Disk: Deny write access

MB>< A;CG05 ?>;L7>20B5;8 A<>3CB G8BOBL 40==K5 A
D;5H:8, =>?@8 ?>?KB:570?8A0BL =0 =558=D>@<0F8N,
?>;CG0B >H81:C:

Destination Folder Access Denied

You need permission to perform this action
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Destination Folder Access Denied! ?><>I1LN ?>;8B 8: 8 Removable Disks: Deny execute access
('J5<=K5 48A:8 0?7@5B8BL 2K?>;=5=85) <>6=>70?7@5B8BL
70?CA: AUSB 48A:>2 8A?>;=05<KE D09;>28D09;

Details
Info Thursday 24 November 2016 - 15:11:01 by vampyr
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