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	Frequently Asked Questions	

Question	

���0�?�@�5�B USB flash �8 DVD �4�;�O �:�>�<�?�L�N�B�5�@�>�2 �2 �4�>�<�5�=�5 server 2008

	

Answer	

���>�;�8�B�8�:�0 �1�;�>�:�8�@�>�2�:�8 USB �C�A�B�@�>�9�A�B�2 �1�C�4�5�B �@�0�1�>�B�0�B�L, �5�A�;�8

�8�=�D�@�0�A�B�@�C�:�B�C�@�0 �A�>�>�B�2�5�B�A�B�2�C�5�B �B�@�5�1�>�2�0�=�8�O�<:

   ���5�@�A�8�O �A�E�5�<�K Active Directory  � Windows Server 2008 �8 �2�K�H�5

   ���@�8�<�5�G�0�=�8�5. ���0�1�>�@ �?�>�;�8�B�8�:, �?�>�7�2�>�;�O�N�I�8�9 �C�?�@�0�2�;�O�B�L

�C�A�B�0�=�>�2�:�>�9 �8 �8�A�?�>�;�L�7�>�2�0�=�8�5�< �A�J�5�<�=�K�E �=�>�A�8�B�5�;�5�9,

�?�>�O�2�8�;�A�O �B�>�;�L�:�> �2 �M�B�>�9 �2�5�@�A�8�8 AD

   ���;�8�5�=�B�A�:�8�5 ���!  � Windows Vista, Windows 7 �8 �2�K�H�5

���B�0�:, �<�K �?�;�0�=�8�@�C�5�< �>�3�@�0�=�8�G�8�B�L �8�A�?�>�;�L�7�>�2�0�=�8�5 USB

�=�0�:�>�?�8�B�5�;�5�9 �4�;�O �2�A�5�E �:�>�<�?�L�N�B�5�@�>�2 �2 �>�?�@�5�4�5�;�5�=�=�>�<

�:�>�=�B�5�9�=�5�@�5 (OU). ���@�5�4�?�>�;�>�6�8�<, �<�K �E�>�B�8�< �@�0�A�?�@�>�A�B�@�0�=�8�B�L

�4�5�9�A�B�2�8�5 �?�>�;�8�B�8�:�8 �=�0 OU �A �8�<�5�=�5�< Workstations. ���;�O �M�B�>�3�>, �>�B�:�@�>�5�<

�:�>�=�A�>�;�L �C�?�@�0�2�;�5�=�8�O GPO (gpmc.msc) �8, �I�5�;�:�=�C�2 ������ �?�> OU Workstations,

�A�>�7�4�0�4�8�< �=�>�2�C�N �?�>�;�8�B�8�:�C (Create a GPO in this domain and Link it here).

�!�>�2�5�B. �� �A�;�C�G�0�5 �8�A�?�>�;�L�7�>�2�0�=�8�O �>�B�4�5�;�L�=�> �A�B�>�O�I�5�3�>

�:�>�<�?�L�N�B�5�@�0, �?�>�;�8�B�8�:�0  �>�3�@�0�=�8�G�5�=�8�O �8�A�?�>�;�L�7�>�2�0�=�8�O USB

�?�>�@�B�>�2 �<�>�6�5�B �1�K�B�L �>�B�@�5�4�0�:�B�8�@�>�2�0�=�0 �A �?�>�<�>�I�L�N

�;�>�:�0�;�L�=�>�3�> �@�5�4�0�:�B�>�@�0 �3�@�C�?�?�>�2�K�E �?�>�;�8�B�8�:  � gpedit.msc.

�!�>�7�4�0�B�L �=�>�2�C�N �3�@�C�?�?�>�2�C�N �?�>�;�8�B�8�:�C���0�7�>�2�5�< �?�>�;�8�B�8�:�C Disable

USB Access.

���>�;�8�B�8�:�0 Disable USB Access ���0�B�5�< �>�B�@�5�4�0�:�B�8�@�C�5�< �5�5 �?�0�@�0�<�5�B�@�K (Edit).

���B�@�5�4�0�:�B�8�@�>�2�0�B�L GPO

���0�A�B�@�>�9�:�8 �1�;�>�:�8�@�>�2�:�8 �2�=�5�H�=�8�E �=�>�A�8�B�5�;�5�9 �?�@�8�A�C�B�A�B�2�C�N�B �2

�?�>�;�L�7�>�2�0�B�5�;�L�A�:�>�< �8 �:�>�<�?�L�N�B�5�@�=�K�E �@�0�7�4�5�;�0�E GPO:

   User Configuration-> Policies-> Administrative Templates-> System->Removable Storage Access (���>�=�D�8�3�C�@�0�F�8�O 

�?�>�;�L�7�>�2�0�B�5�;�O -> ���4�<�8�=�8�A�B�@�0�B�8�2�=�K�5 �H�0�1�;�>�=�K -> �!�8�A�B�5�<�0

->���>�A�B�C�? �: �A�J�5�<�=�K�< �7�0�?�>�<�8�=�0�N�I�8�< �C�A�B�@�>�9�A�B�2�0�<)

   Computer Configuration-> Policies-> Administrative Templates-> System-> Removable Storage Access

(���>�=�D�8�3�C�@�0�F�8�O  �:�>�<�?�L�N�B�5�@�0-> ���4�<�8�=�8�A�B�@�0�B�8�2�=�K�5 �H�0�1�;�>�=�K ->

�!�8�A�B�5�<�0 ->���>�A�B�C�? �: �A�J�5�<�=�K�< �7�0�?�>�<�8�=�0�N�I�8�< �C�A�B�@�>�9�A�B�2�0�<)

�� �=�0�H�5�< �A�;�C�G�0�5, �<�K �E�>�B�8�< �7�0�1�;�>�:�8�@�>�2�0�B�L USB �=�0�:�>�?�8�B�5�;�8

�=�0 �C�@�>�2�=�5 �:�>�<�?�L�N�B�5�@�0, �?�>�M�B�>�<�C �=�0�A �8�=�B�5�@�5�A�C�5�B �2�B�>�@�>�9
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�@�0�7�4�5�;. � �0�7�2�5�@�=�8�B�5 �5�3�>.

�� �@�0�7�4�5�;�5 Removable Storage Access �5�A�B�L �=�5�A�:�>�;�L�:�> �?�>�;�8�B�8�:,

�?�>�7�2�>�;�O�N�I�8�E �>�B�:�;�N�G�8�B�L �2�>�7�<�>�6�=�>�A�B�L �8�A�?�>�;�L�7�>�2�0�=�8�O

�@�0�7�;�8�G�=�K�E �:�;�0�A�A�>�2 �C�A�B�@�>�9�A�B�2 �E�@�0�=�5�=�8�O: CD/DVD �4�8�A�:�8, �D�;�>�?�?�8

�4�8�A�:�8 (FDD), USB �C�A�B�@�>�9�A�B�2�0, �;�5�=�B�K �8 �B.�4.

���0�8�1�>�;�5�5 �«�A�C�@�>�2�0�O�» �>�3�@�0�=�8�G�8�B�5�;�L�=�0�O �?�>�;�8�B�8�:�0  � All Removable

Storage Classes: Deny All Access (�!�J�5�<�=�K�5 �7�0�?�>�<�8�=�0�N�I�8�5 �C�A�B�@�>�9�A�B�2�0 �2�A�5�E

�:�;�0�A�A�>�2: ���0�?�@�5�B�8�B�L �;�N�1�>�9 �4�>�A�B�C�?) � �?�>�7�2�>�;�O�5�B

�?�>�;�=�>�A�B�L�N �>�B�:�;�N�G�8�B�L �4�>�A�B�C�? �: �;�N�1�K�< �B�8�?�0�< �2�=�5�H�=�8�E

�C�A�B�@�>�9�A�B�2 �E�@�0�=�5�=�8�O �4�0�=�=�K�E. �'�B�>�1�K �2�:�;�N�G�8�B�L �M�B�C

�?�>�;�8�B�8�:�C, �>�B�:�@�>�9�B�5 �5�5 �8 �?�5�@�5�2�5�4�8�B�5 �2 �A�>�A�B�>�O�=�8�5 Enable.

All Removable Storage Classes: Deny All Access ���>�A�;�5 �0�:�B�8�2�0�F�8�8 �?�>�;�8�B�8�:�8 �8

�>�1�=�>�2�;�5�=�8�O �5�5 �=�0 �:�;�8�5�=�B�0�E (gpupdate /force) �2�=�5�H�=�8�5

�?�>�4�:�;�N�G�0�5�<�K�5 �C�A�B�@�>�9�A�B�2�0 �>�?�@�5�4�5�;�O�N�B�A�O �A�8�A�B�5�<�>�9, �=�> �?�@�8

�?�>�?�K�B�:�5 �8�E �>�B�:�@�K�B�L �?�>�O�2�;�O�5�B�A�O �>�H�8�1�:�0:

Location is not available

Drive is not accessible. Access is denied

USB Location is not available

�!�>�2�5�B. ���=�0�;�>�3�8�G�=�>�5 �>�3�@�0�=�8�G�5�=�8�5 �<�>�6�=�> �7�0�4�0�B�L, �G�5�@�5�7

�@�5�5�A�B�@, �A�>�7�4�0�2 �2 �2�5�B�:�5

HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\RemovableStorageDevices �:�;�N�G Deny_All �B�8�?�0 Dword

�A�> �7�=�0�G�5�=�8�5�< 00000001

�� �M�B�>�< �6�5 �@�0�7�4�5�;�5 �?�>�;�8�B�8�: �<�>�6�=�> �=�0�A�B�@�>�8�B�L �1�>�;�5�5

�3�8�1�:�8�5 �>�3�@�0�=�8�G�5�=�8�5 �=�0 �8�A�?�>�;�L�7�>�2�0�=�8�5 �2�=�5�H�=�8�E USB

�=�0�:�>�?�8�B�5�;�5�9.

�� �?�@�8�<�5�@�C, �G�B�>�1�K �7�0�?�@�5�B�8�B�L �7�0�?�8�A�L �4�0�=�=�K�E �=�0 USB �D�;�5�H�:�8 �8

�4�8�A�:�8, �4�>�A�B�0�B�>�G�=�> �2�:�;�N�G�8�B�L �?�>�;�8�B�8�:�C Removable Disk: Deny write access

(�!�J�5�<�=�K�5 �4�8�A�:�8: ���0�?�@�5�B�8�B�L �7�0�?�8�A�L).

Removable Disk: Deny write access

�� �M�B�>�< �A�;�C�G�0�5 �?�>�;�L�7�>�2�0�B�5�;�8 �A�<�>�3�C�B �G�8�B�0�B�L �4�0�=�=�K�5 �A

�D�;�5�H�:�8, �=�> �?�@�8 �?�>�?�K�B�:�5 �7�0�?�8�A�0�B�L �=�0 �=�5�5 �8�=�D�>�@�<�0�F�8�N,

�?�>�;�C�G�0�B �>�H�8�1�:�C:

Destination Folder Access Denied

You need permission to perform this action
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Destination Folder Access Denied�! �?�>�<�>�I�L�N �?�>�;�8�B�8�:�8 Removable Disks: Deny execute access

(�!�J�5�<�=�K�5 �4�8�A�:�8: ���0�?�@�5�B�8�B�L �2�K�?�>�;�=�5�=�8�5) �<�>�6�=�> �7�0�?�@�5�B�8�B�L

�7�0�?�C�A�: �A USB �4�8�A�:�>�2 �8�A�?�>�;�=�O�5�<�K�E �D�0�9�;�>�2 �8 �D�0�9�;

Details
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